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Abstract
The location based services (LBS) helps the users to collect highly personalized data over the
internet. In LBS, the information is supplied depending upon the user’s trajectory location.
Here, data security issues are of great concern when location information of user node is
being provided to a third party for LBS. Thus, it is one of the major challenges for LBS to
safeguard the user’s privacy data from the network hackers. In this paper, a hybrid mechanism
for identification of malicious users in location based network is proposed. In our system, the
user’s location is protected by adding score function to k-anonymity algorithm forreducing the
possibility of the requested user node position to be introduced to an unauthorized source. A
cloaked region is produced by the anonymizer to shrink the quantity of data processed with
isolating the user location so as to protect sensitive details. Initially, query issuer finds the
shortest distance between the user nodes and transmit the same query to the nearest user nodes
based on the k-anonymity level. The query is encrypted by additive homomorphic encryption
algorithm which prevents the leakage of users’ private data during transmissions. For
identifying a malicious user, a hybrid ALO-RFO algorithm is proposed. The efficacy of the
proposed system is proved by analyzing the parameters such as packet delivery ratio, average
delay, detection rate, accuracy with the existing algorithms. Hence, there by the comparative
investigations made proves that hybrid ALO-RFO algorithmwith score value attains improved
performance when compared with existing techniques.
Key words: location based services, location k-anonymity, cloaked region, additive
homomorphic encryption, hybrid optimization
1.

Introduction

Recently, with the increase and widespread utilization of navigation based mobile
technologies, Location Based Services are rising increasingly. Services using positioning
methodologies distribute the query request made from the user nodes to LBS providers in
order to attain the details regarding spatial position. The basic LBS applications are
prediction of area specific weather, automotive traffic monitoring, road navigation, closest
point of interest queries and location based SNS [1]. The growth of the internet and online
procedures demanding a protected channel, it has become an unavoidable necessity to issue
the secure the users data. Now-a-days, several threat sources are presented mainly as the
operating systems and software utilized becomes more functional and bigger in size. The
intruders can steal the sensitive and private data belonging to network users [2]. In this
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situation, the firewalls like software or hardware systems are positioned in between the
computer networks to avoid the presented attacks, by separating these networks utilizing the
policies and rules regulated for them. But, it is not much enough to protect a network entirely
because it cannot stop the attackers who are committed inside of the network. Thus, several
researchers focused on intrusion detection system (IDSs) to stop such attacks with reduced
loss. The intrusion detection system sense the network, devices and systems for malevolent
activities is considered as the main preventive measure over cyber security attacks. The
intrusion detection system is generally classified in to two types such as anomaly based
detection and signature based detection.
Moreover, the privacy information of user may be revealed by various attackers. Thus, the
LBS ask the user to submit their own location information. These location information may
be blurred or generate false data in to the network system by the intruders [3]. This type of
situation influences the quality of service and destroys the safeness of user. Also, the intruders
may analyze the user’s location point and track the personal information of that user. Thus, it
is a high threat to the user’s privacy and security. Each user’s private information has some
constant characteristics like identity of user which is employed to gather the details of the user
in a public process. If a particular request is made by the user for a service with the assistance
of a TTP, proper care is to be taken to verify the parties involved in the process by utilizing
appropriate protection mechanisms [4]. Because the accurate position information of the user
has to be secured from other attackers and user should know his/her position orientation from
the provider. Hence, up-to-date results produced by LBS are to be continuously maintained
and saved by TTP and this is the POI where a high risk is involved in privacy of user node. kanonymity is one of the better way to prevent the intruders hacking the user’s privacy
information. A release of information is obey to k-anonymity if each of the released data has
at least (k-1) other data also viewable in the release whose values are blurred over a particular
set of fields named as quasi identifier. The quasi-identifiers contains set of information which
is when grouped with an entity with an inadequate, well identified information produces a
separate identifier [5]. Hence, k-anonymity gives secured privacy by pledging that
information relating to at least k individuals even if the revealed data are directly connected to
external data. Basically, the k-anonymity is achieved by utilizing suppression and
generalization.
Data security is becoming a big issue in information technology field. The user’s data is
safely transmitted by encrypting the data before uploading it. However, the user’s data is
securely transmitted by using the encryption techniques. Several existing works is carried out
by various encryption techniques in that the homomorphic encryption plays a major role. This
homomorphic encryption is a type of encryption which can encrypts the original data with
public key and decrypts it with the private key [6]. Such that the homomorphic approach
provides the user to process ciphertext directly. When the user decrypts the data, it is similar
as if operations are carried out on plain text. Thus, the utilization of homomorphic encryption
provides data security in a proper manner. The homomorphic encryption consists several
encryption schemes in which four stages are presented such as key generation, encryption,
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decryption and evaluation [7]. Some of the homomorphic encryption types are partial
encryption, full encryption, encryption upto an extent and so on. Authors make use of
additive homomorphic encryption for data encryption to secure the privacy data. The major
contribution of the proposed work is illustrated as,
• The main intention of the researchers is to secure the user’s location for datatransmission
in location based networks.
• Score function is added to the k-anonymity technique and is proposed tosafeguard
the client location from untrusted parties.
• To prevent the leakage of user’s sensitive data, an additive homomorphicencryption
scheme is established.
• Finally, the intrusion is detected by using the hybrid ALO-RFO algorithm.
The remaining portion of the article is ordered as: Sec. 2 discusses the existing research
procedures referring proposed research. Sec. 3 details the key suggestive techniques of
proposed, Sec. 4 shows results and discussion of our present work and Sec.5 summarizes
inferences of the article.
2.

Related work

Growth of wireless networks in view with the development of positioning devices has gained
the ability to obtain the appropriate individual position information of a user at any point of
time. Hence LBS is considered as the advanced class of applications. LBS contains mobile
devices, service provider, location system and network. Various approaches are established
for privacy preserving in LBS.
Yin et al. [8] proposed an improved k-value approach for safeguarding the user’s position
privacy on mobile devices. The application of LBS is processed based on the augmented
reality technology. The local information of user can be attained at any time thus, the security
of user location privacy brings enormous threats. Hence, it is important to consider location
privacy security in LBS. the drawbacks and advantages of previous location privacy security
techniques in LBS are analyzed depending on the structure of the trusted third party. After
that, an improved k-value confidentiality method is established combining k-anonymity and
pseudonym scheme. Simulation outcomes prove that the preferred model anonymizes entire
service requests.
Wang et al. [9] developed L2P2 algorithm for privacy protection in LBS. The L2P2 model is
introduced in which the users can mention diverse and dynamic privacy protection necessities
for various locations. The main intention of L2P2 problem is to analyze the minimized
cloaking area for each location request. In this work, the researchers used two versions of
L2P2 problem and various effective heuristics are implemented to bring location aware
location privacy security for mobile users. The obtained trained outcomes reveals efficacy of
suggested L2P2 model.
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Lin et al. [10] introduced an effective location based service scheme to alleviate several
problems related on network security. In this proposed SELS approach, the location based
information is initially encrypted by the drivers along with smart phones. After that they
allows the cloud service to evaluate the ciphertext of LBS data without compromising the
location privacy. Moreover, the developed SELS technique manages large dimensional-data
with the help of inverse distance function. At the end, protection of SELS approach is
explained and reduction in computation overhead is determined to prove the efficacy of the
proposed scheme.
Chen et al. [11] proposed four different types of schemes for the protection of end-end
location privacy over local eavesdropper in WSN. This paper explains the significance of
location privacy for the station of source and sink. The author established four different
methods like forward random walk, bi-directional tree, zigzag bi-directional tree and dynamic
bi-directional tree correspondingly. These schemes are utilized to transmit messages from
client to server alongside securing complete confidentiality of the position information over
neighborhood intruder nodes. The experimental results demonstrate potency of the developed
schemes.
Wang et al. [12] describes the distributed signature based intrusion tracking utilizing a privacy
preserving model based on fog. Initially, the collaborative intrusion detection environment
and its components are established and after that the privacy preserving model is proposed
depends upon foggy cloud devices. The fog networking presents decentralized computing
structure and storage between cloud and IDS. With the given resources, the fog devices allow
to minimize the job of the cloud server. A Rabin fingerprint scheme is utilized to secure the
privacy of user data and the simulation results shows that the proposed framework gives
effective security of user’s data with minimized workload and also it attains reduced detection
delay as compared with the previous PPIDS technique.
Xing et al. [13] developed a twofold k-anonymity for closely linked group of users for
securing his/her location. In this work, virtual server is represented as TTP to separate exact
interactions among service provider and user. Also relation between requests and identities is
minimized by using a permutation and combination approach. For the process of data
transmission and encryption, a trusted third party is utilized. It is processed by four stages,
initially the cloud server is set and generates an interaction connection between the service
provider and user. After that, the request data and user location is reshuffled and the
recombined users request are encrypted and transmits to appropriate access purveyor. Finally,
response is provided on data services depends upon the user ID. The obtained trained
outcomes depict the effectives of present model relying on protection of location privacy.
Selvi et al. [14] proposed secure unequal clustering protocol for detecting the intrusions in
WSN. Here, a secure unequal clustering model is introduced to choose the TCH by
considering metrics like security, lifetime and energy. The finest CH is elected by utilizing
deer hunting optimization (AHO) algorithm. In this, the objective function is evaluated based
on node degree, residual energy, link quality and distance to base station. The performance of
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this model is enhanced by establishing load balancing. After that the security of WSN is
improved by tracing against the attacks using a class of neural network.
On other hand, Mohammed et al. [15] introduced an IDS for network security by utilizing the
modified binary grey wolf optimizer with SVM. The optimal number of wolves is identified
by the GWOSVM-IDS using 3, 5 and 7 wolves. The primary intension is to get accurateness
in identifying malicious nodes and the degree of their influence by diminishing the
computation time. In this study, efficiency of GWOSVM-IDS is enhanced through improving
amount of agents used and the overall performance is improved by using the multi-objective
function.
Prabakar et al. [16] proposed a system for finding intrusions using SVM and simulated
annealing. Here authors focused on reducing processing time of the network system. In this,
features are selected by improved simulated annealing technique. From the features the
training and testing set is separated and this features are the input of the SVM classification.
This feature selection method provides effective performance of the SVM classification. The
simulated annealing improves the performance by establishing two components like
metropolis algorithm and Boltzmann criterion. This approach achieves good results than other
existing techniques.
The proposed techniques in this research aim to overcome the issues of aforementioned
methods. The LBS faces several issues to secure the user’s sensitive data from the attackers.
Several research is carried out to secure the user’s privacy data but existing techniques
cannot provide proper protection. Some of the approaches cannot differentiate the privacy
necessities of different users. Also no limitation is inflicted on the size of the CR. Therefore,
the size of CR can be increased which may cause an inappropriate query results and a worst
quality of service. Different from this, the proposed work uses the effective approach for
protecting privacy while transmitting data. In this, the user’s location is protected by
minimizing the cloaked region. Some of the methods leads to leakage of information hence it
affects the privacy of users data. Thus, the proposed work uses a novel encryption scheme in
which the sensitive information is encrypted without leaking any privacy data. The proposed
ALO-RFO algorithm detects the intruder in the network system by increasing the error
detection rate.
3.

Proposed methodology

Network intrusion is a well-studied area of cyber security. The article presented a hybrid
algorithm to identify malicious users in location based network. In our system, the user’s
location is protected using the adaptive-fixed k-anonymity technique in order to reduce the
chance of risk by safeguarding the position of the requested node against suspicious users. kanonymity, an effective model for securing privacy while transmitting data can be
implemented by different ways. To reduce the quantity of information to be transmitted by
securing the location privacy, the anonymizer generates a cloaked region. Initially, the query
issuer identifies the shortest distance between the nodes and send the same query to the
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nearest nodes based on the k-anonymity level. The query is encrypted by additive
homomorphic encryption for achieving confidentiality of user’s private data during
transmissions. The intrusion in the network is detected by using the hybrid ALO-RFO
algorithm. In this the normal and abnormal behavior (Intruders) of the user is identified. The
efficacy of the proposed system is proved by measuring the parameters like packet delivery
ratio, average delay, FPR, accuracy, detection rate and attained results are depicted in contrast
with existing approaches. Below figure presents the architecture of the proposed work.

Figure 1 Overall proposed architecture
Protecting user’s location based on score based k-anonymity
The user’s location is protected by utilizing k-anonymity model. The basic functions of kanonymity technique is that, the location cloaking blurs a location of user in to a region that
compensates the sensitive data provided by the user node at a point of request. Score function
is added to AFk-anonymity approach which addresses the problem based on the location
privacy threats correspond to frequent queries. Here the query issuer is static where as the
client nodes are non-static. According to anonymity level, query issuer find the shortest path
based on the distance called as cloaked area. The query issuer is considered as
anonymity which is represented as
and it is shown in Figure 2.
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Figure 2 K anonymization at K=4
The client’s location is known for both location anonymization server and anonymizer in a
LBS system and also it makes obscure for them. After that it analyze the location of each
client

and creates a reduced CR which involves four clients along with

.In the

beginning, the query issuer decides the destination,
and D where minimum distance
between the origin and destination is termed as the distance between two nodes (Query issuer
and nearest node) within the CR and it is computed based on the following distance
calculation:
(1)
The query issuer shares the data to the closest neighbour query. Then, the anonymizer
examines the present location and the destination of the selected user node. The increase in
number of users, there is a chance of increase in computational cost also but the cloaked
regions size gets minimized. When the query issuer proceeds from source to the end, the
clients are in sorted order and hence the clients nearest to the query issuer are listed first. It is
expressed as,

(2)
The clients who are located in the minimum distance from the query issuer in the sorted list
are chosen as
At

.In Figure 2 the closest neighbours of

, the client closest to

is closest to

is

is

are

, the second closest to

. Therefore, the sorted order of

and
is

when

and the third who

candidate clients is represented as,
(3)
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The position updation of clients will occur with the change in the distance between the
members of

and

and it is shown in Figure 3. The movement of

after that the sorted order of

is portrayed and

members are changed as,

This sorted order is changed based on the updated distance which is expressed as,
(4)

Figure 3 Anonymization during the movement of clients
The location based adaptive k-fixed anonymity approach resolves the issue of accuracy in the
location information by making reduced cloaked regions according to the score function. The
optimal path is attained by evaluating the score value for two dissimilar paths which are in
equal distance among the users. Hence, the optimal cloaked region among the users are
analysed by formulating the score function which is given as,

(6)
where,
is represented as the residual energy,
is considered as user node connectivity
and is mentioned as user node identifier. The weights of the user node is considered as
and
. The optimal score value after continuous iteration is represented as best value
and thus suggested procedure evaluates optimal minimal cloaked region. The requested query
is then securely transmitted by utilizing the additive homomorphic encryption approach.
Additive homomorphic encryption
In general, the encryption is an essential mechanism to secure the sensitive data from the
intruders. Thus, the proposed work introduces an additive homomorphic encryption for
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encryption process. The homomorphic encryption is generally classified in to four operations
such as generating key, encrypting text, decrypting text and evaluation. In this, key
generation process produces a private key as well as public key for data security. The
encryption operation encrypts the data with public key and decryption operation decrypts the
data with private key. The evaluation operation gathers the cipher texts as input and outputs a
cipher texts related to a functioned plaintexts. The operation of additive homomorphic
encryption is illustrated in Figure 4. An encryption approach is termed as additive
homomorphic encryption when it satisfies the condition if,

(7)

Figure 4 Additive homomorphic encryption process
Key generation
In the key generation operation, a private and public keys are generated and those keys are
the asymmetric version of homomorphic encryption. Initially, a large two prime numbers are
chosen as

and

. Then, evaluate

choose a random integer
the function

and

by examining whether

is mentioned as

evaluate

after that

for each

. In this,
from the subgroup

. Then

. The public and private keys are generated as,

(8)
Encryption and decryption
In the encryption process, the plain text is encrypted in to ciphertexts. Based on the additive
homomorphism, the data is encrypted by public key. Let us consider, the data
number and is represented as

is integer

. For each data the number is randomly selected and the

encryption is processed as the public key

which is given as,
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(9)
In the decryption procedure, cipher text is transformed as plain text with private key. In this,
above encrypted equation

is decrypted by using the private key

which is expressed as,

(10)
According to the additive homomorphic encryption, the data’s are encrypted and also
detecting the malicious users is necessary in the location based network. In order to detect the
malicious users, the proposed work utilizes hybrid ALO-Rainfall optimization technique.
Identification of malicious users with hybrid ALO-RFO optimization
The intrusion detection is a technique for identifying malicious users in the network system.
In the proposed work, the malicious users who track the user’s private data are detected by
using ALO-rainfall optimization technique. To obtain the optimal solution, the fitness
function is evaluated and it is expressed as,

(11)
Ant lion optimization mechanism uses hunting strategy for catching preys in nature. The
following steps of ant lion algorithm are random walk, building entraps, ant’s entrapment,
prey catching and re-constructing entraps. The query issuer search around the network system
using the concept of ALO optimization approach. The total users in the network system is
expressed as,

The random search of user in the network at the particular location is given as,
U (t s ) = 0, cusum (2rs (t s1 ) − 1), cusum (2rs (t s 2 ) − 1),, cusum (2rs (t si ) − 1)

(12)

(13)
where,

defines collective sum in optimization,

is considered as random search step and
algorithm formulated as,

(14)

-11123-

gives highest number of iteration,

is continuous probabilistic function in

INTERNATIONAL JOURNAL OF SPECIAL EDUCATION Vol.37, No.3, 2022

where, r is mentioned as random number ranges between 0 and 1 and the random search step
is denoted as . The position of each user is represented in the below matrix,

 1,1

2 ,1
U =
 

  m,1
where,
and

1, 2  1,k 
 2, 2   2,k 


 

  m ,k 


 m, 2

is mentioned by the each user node position matrix,

(15)
is considered as no. of users,

is represented as no. of user variables. Position updation of the user is formulated as,

(16)
where

represents the random search around the network system,

is considered as the

random search around the elite and
mentions the position of user. For computing each
user position, a fitness function is used and matrix yielding the fitness function is represented
as,

U OA

where,

  1,1
 
 2,1
= g 
  
 
   m,1

1, 2  1,k  

 2, 2   2,k  

 

  m,k  



 m, 2

(17)

is mentioned by the matrix which saves the position of each user, the number of

users are considered as
, the amount of variables are represented as
and
is
considered as the objective function or fitness function. The position of search agent and the
fitness function are saved by utilizing the following matrices,

 S1,1
 S
2,1
U search agent = 
 

 S m,1
where,

S1, 2
S 2, 2

S m, 2

 S1,k 
 S 2,k 

 

 S m,k 

(18)

is considered as the matrix which saves the position of search agents,
represents the

are termed as

dimension’s value of

search agent, the number of search agents

and the number of variables are denoted as
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U OAL

where,

  S1,1
 
S 2,1
= g 
  
 
  S m,1

S1, 2
S 2, 2

 S1,k  

 S 2,k  

 

 S m,k  


S m, 2

(19)

is mentioned by the matrix which saves the fitness function of each search

agent,
gives number of search agents and
is fitness function. To retain the positions of
users in the global optima, they are normalized by equation (19),

(20)
where,

represents the reduced random search of

mentioned as

, the reduction of

value at

value, the highest random search is

round is

and the largest

value at

round is given as . Above equation is utilized in each iteration to know about that the users
are in the search space. The intruder users are detected by the search agent and this
assumption is mathematically expressed as,

(21)
where,

is represented by the minimum value in

in the

round and

round,

is denoted by the max value

is mentioned by position of the selected

agent in the

round. The search agent capability is modeled by using a roulette wheel operator for
choosing appropriate search agent for intruder detection. The ALO-RFO algorithm detects the
intruders by providing rank for each users. For each iteration, the ranks of all users are
evaluated based on the following equation (21),

(22)

(23)
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where,

is the change in objective function form the initial iteration for the user

is the range of objective function for user
of

and

at

at iteration

,

and

,

be the orders

iteration . When the users are sorted in ascending order then the weights

and are assumed as 0.5. The merit order list includes the ranks of users in each iteration in
the sorted ascending order and the minimum ranked users are rejected. Then, the cost function
is evaluated for each user in every iteration and the value obtained for all the users are
compared with each other. The user with minimum cost function is considered as the
intruder in the network system.
Table 1 Pseudocode of Hybrid ALO-RFO
Assign the user nodes randomly in the search space
Evaluate the fitness function of user and search agent
Obtain the best search agent
While not satisfied
for each user
Choose the search agent using roulette wheel
Generate a random search and normalization by using equations (13) & (20)
Revise the position of users using equation (16)
end for
Distribute rank for all users using equation (22)
Generate a merit order list and neglect the users with low rank
Evaluate cost function for all users
Identify the user with minimum cost function
Assume the user with low cost function as intruder
end while

4.

Experimental Results and discussion

This section emphasis on analysing performance of our idealized approach with several
existing techniques. The malicious user is detected by using the security laboratory dataset
(NSL-KDD’99). The dataset is preferred due to minimized redundant record. In this dataset,
3,925650 attacks records and 972,781 official records are presented. The experimental
validation is performed in MATLAB software to investigate the effectiveness of hybrid ALORFO by considering following simulation criterion as illustrated in Table 2.
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Table 2 Simulation Criterion / Metrics
Criterion / Metrics
Total Nodes considered
Deployment Area
Initial Energy
Node frequency
No of packets per send
Bandwidth
Packet size
k-anonymity level

Value
100
200 x 200
1J
100
100
100
512 bits
4

Performance Criterion
The suggested hybrid ALO-RFO is evaluated using the simulation criterion like Detection
Rate, PDR, average delay and accuracy. The following parameters are compared with the
existing techniques like Improved Particle Swarm Optimization (IPSO),Krill herd alg (KHA),
5-Input Fuzzy Based Unequal Clustering Protocol(F5NUCP), Fuzzy based routing, Unequal
Clustering Cross-Layer Protocol(FUCHAR),Secure Unequal Clustering Protocol with
Intrusion Detection(SUCHID), Grey wolf optimizer with support vector machine-IDS
(GWOSVM-IDS), Particle Swarm Optimization-intrusion detection system (PSO-IDS),
Particle swarm optimization with support vector machine (PSO-SVM) and Simulating
annealing- Support Vector Machine (SA-SVM).
Packet delivery ratio
A packet delivery ratio (PDR) can be evaluated as ratio of no. of packets received to the total
no. of packets sent in CR which is formulated as,

(24)

Figure 5 PDR analysis of proposed model over existing techniques
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From the figure, the existing IPSO model achieves lower PDR than all the techniques. At
node 100, the IPSO model attains the value of PDR is 0.8%, when the node is 1000, the
existing IPSO model obtains 0.65% of PDR. At node 100, the previous KHA model attains
the PDR of 0.86%, when the number of nodes is at 1000, the PDR of KHO model is 0.68%.
The existing F5NUCP model obtains the PDR in 100 nodes is 0.88%, when the number of
nodes is 1000, the attained PDR of F5NUCP is 0.75%. The existing FUCHAR attains the
value of PDR at 100 nodes is 0.9% and 0.85 at 1000 nodes. At node 100, the SUCHID model
attained the value of PDR is 0.98% and 0.89 at 1000 nodes. For each user node, the proposed
model attains improved PDR than other techniques. Table 3 illustrates the performance
comparison of PDR for proposed and existing schemes. It clearly proves that the proposed
model gives enhanced PDR than the previous methods.
Table 3 Comparison of PDR for both proposed and existing techniques
IPSO KHA F5NUCP FUCHAR SUCID Proposed
Nodes
(%)
(%)
(%)
(%)
(%)
(%)
0.62
0.73
0.75
0.82
0.95
0.99
100
200
0.59
0.7
0.74
0.76
0.94
1
300
0.53
0.68
0.72
0.74
0.93
0.97
400
0.49
0.62
0.62
0.72
0.9
0.96
500
0.44
0.58
0.6
0.71
0.88
0.94
600
0.39
0.49
0.56
0.68
0.86
0.92
700
0.35
0.48
0.52
0.66
0.83
0.9
800
0.33
0.43
0.48
0.64
0.81
0.86
900
0.31
0.38
0.45
0.62
0.77
0.82
1000
0.3
0.33
0.41
0.59
0.72
0.78
Average delay
Average delay defines the latency for a bit of information to be transmitted around the network
from one communication end point to another user. Also it is given as ratio of sum of total no.
of packets delayed to overall received packets. It is represented as,

(25)
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Figure 6 Average delay of proposed model with the existing approaches
Existing methods achieves maximized average delay due to packet loss, node disconnection,
occurrence of network congestion, poor malicious user detection. In this proposed model, the
location of the user is detected initially with the help of score based location k-anonymity
model aiming in high throughput of overall region and obtaining average delay. At node 100,
the existing IPSO attains 138ms delay during data transmission. When the nodes are at 1000,
the IPSO model attains 240ms delay. The existing KHA model has the delay of 130ms in 100
nodes and 208ms in 1000 nodes. The delay of F5NUCP at 100 nodes is 110 ms and also it
obtains 170ms in 1000 nodes. The attained delay of FUCHAR in 100 nodes is 99ms and
150ms in 1000 nodes. Also the SUCHID model has the delay of 86ms in 100 nodes and delay
obtained in 1000 nodes is 138ms. At 100 user node the proposed model attains the delay of
82ms and at 1000 user nodes 130ms. This analysis shows that the proposed model attains
minimized delay when compared with the existing approaches and is depicted in Table 4. This
shows that hybrid ALO-RFO is better than previous techniques.
Table 4 Comparison of average delay of proposed model over existing techniques

Nodes

IPSO
(ms)

KHA
(ms)

F5NUCP
(ms)

FUCHAR
(ms)

SUCID
(ms)

Proposed
(ms)

100
200
300
400
500
600
700
800
900
1000

135.8
142.1
153.7
160
174.4
184.3
189.5
204.3
224.2
240.9

127
137
145.7
155.3
160
174.4
180.8
195.5
203.5
213.8

111.06
126.19
140.53
147.3
155.27
162.83
175.18
183.94
192.7
198.67

98.32
111.46
125
131.37
140.53
144.51
150.49
155.66
160.04
164.82

90.75
100.7
111.1
119.4
132.2
137
138.9
145.7
152.1
158.1

85.97
94.34
102.7
111.06
123.01
126.99
131.77
136.55
143.72
148.89

-11129-

INTERNATIONAL JOURNAL OF SPECIAL EDUCATION Vol.37, No.3, 2022

Accuracy
Accuracy is one of the important metrics which computes the efficiency and the rate of
enhancement in proposed methods over the existing methods. The accuracy acts as important
criteria to judge proposed methodologies such that they can categorize the normal and
abnormal behaviour of user (intruders). The evaluation for accuracy is mentioned as,

(26)

Figure 7 Values of Accuracy measures noticed for Hybrid ALO-RFO in comparison with
existing techniques
The accuracy of hybrid ALO-RFO is examined with existing techniques. The following
approaches have unbalanced energy consumption. Also these methods are not much better for
detecting the intrusion in the network. The existing IPSO model obtains the accuracy of 71%,
KHA attains 74%, F5NUCP obtains 81%, FUCHAR obtains 85%, SUCID attains 88% and
the proposed model achieves 91% accuracy. As compared with the previous techniques, the
proposed hybrid mechanism gives improved accuracy for detecting the malicious users. The
accuracy values noted are shown in Table 5. This shows that the proposed scheme provides
enhanced accuracy than others.
Table 5 Accuracy values noted for proposed and existing techniques
Methodologies / Techniques
considered

Accuracy (%)

IPSO (ms)

71

KHA (ms)

74

F5NUCP (ms)

81

FUCHAR (ms)

85

SUCID (ms)

88

Proposed(ms)

91
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Detection rate
Detection rate is given in terms of ratio of total num of intrusions detected to totalnum of
intrusions in the network system. It is expressed as,
total malicious users − number of malicious usersclassified as normal
Detection Rate =
100
Total number of users
(27)

Figure 8 Intrusion Detection rate comparison of proposed over existing techniques
The following methods are introduced to detect an attack in the location based network
environment in previous work. The techniques listed provide better outcome in terms of the
amount of chosen parameters and false alarm rate, but less in accuracy and detection rate. The
ratio of false positives to the entire negative events is defined as false alarm rate. Also
network system suffered from reduced convergence, reduced solving precision and the
searching skill is diminished. The attained detection rate of our proposed model is 0.91% and
the comparison results prove that hybrid ALO-RFO gives good detection rate than the
previous techniques.
Table 6. Comparison of intrusion detection rate for both proposed and

existing models
Nodes

IPSO
(ms)

KHA
(ms)

F5NUC
P (ms)

FUCHA
R (ms)

SUCID
(ms)

Proposed
(ms)

100
200
300
400
500
600
700
800

0.77
0.76
0.73
0.67
0.58
0.51
0.5
0.49

0.78
0.77
0.74
0.68
0.59
0.58
0.57
0.5

0.81
0.8
0.77
0.71
0.62
0.61
0.57
0.55

0.85
0.84
0.81
0.75
0.66
0.65
0.61
0.6

0.88
0.87
0.84
0.78
0.69
0.68
0.64
0.63

0.91
0.9
0.87
0.81
0.72
0.71
0.69
0.62
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900
1000

0.48
0.48

0.44
0.42

0.49
0.41

0.54
0.46

0.6
0.58

0.58
0.54

5.
Conclusion
The research article precises a location based hybrid ALO-RFO model for LBS to secure the
users sensitive data. In the beginning, the location of the user is secured by introducing score
based location k-anonymity model. This approach minimizes the risk factor of the location of
query issuer being sensitive to attackers. The amount of data transmission is reduced to
making a cloaked region by the anonymizer. Thus, the query issuer identifies the shortest
distance between the user nodes and send the same query to the closest user nodes based on
the k-anonymity level. For, encrypting the query, additive homomorphic encryption is used
which prevents the leakage of user’s privacy data. The intrusions present in the network are
analysed by proposing a hybrid Ant Lion Optimizer (ALO) - Rainfall optimization (RFO)
algorithm. The efficiency of the proposed approach is identified in view of parameters such as
PDR, Average Delay, Accuracy, FPR and Detection Rate and results are compared with
various modern techniques.
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